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Abstract The purpose of the article is to present a new approach to the optimal selection of financial re-
sources to increase the level of economic security in a dynamic external environment. The scien-
tific question arises as to which of the possible options is optimal, taking into account the dyna-
mism of the external environment and security needs. The object of the study is the economic
safety of industrial companies. The methodology is based on modern methods of system analy-
sis, multi-criteria evaluation and paired comparison. The main result of the study is the proposed
approach to assessing resource support for the implementation of a security mechanism, which,
based on the actual limitations of human, organizational and financial resources at the disposal
of most Ukrainian enterprises, can significantly improve the efficiency of their use without reduc-
ing the effectiveness of actions which are aimed at increasing competitiveness. The study has
limitations, since it only takes into account the specifics of enterprises in the industrial sector of
this economy, and therefore the options for financial resources are adjusted accordingly.
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INTRODUCTION

In modern conditions of increasing unpredictability
of the global economic environment, the financial re-
sources of enterprises are becoming a decisive factor
influencing the stability and economic security of
a country. In the context of the growing dynamics of
external conditions, including the political, economic
and social challenges facing Ukraine, the relevance of
ensuring the financial sustainability of industrial enter-
prises increases significantly. The aggravation of the
military situation in the country requires not only an
immediate response to current needs, but also long-
term planning to minimize risks that may threaten eco-
nomic security at the macro- and microeconomic lev-
els.

When any management decision is made, or
measures are implemented to improve one or another
indicator, not necessarily a qualitative one, a certain
amount of resources is attracted. The resources of
open socio-economic systems are different and are
classified differently. Economic security is a special
state that constantly, so to speak, “eats” the resources
of an enterprise. The formation and implementation of
a mechanism for ensuring economic security is, first of
all, resource costs in order to be as competitive as pos-
sible in the market and achieve a high level of security.

The issue of organizing a competitive industrial
management policy, both theoretically and at the level
of practical implementation, is a pressing issue in all
countries. Given the existence of the global crisis, the
industrial sector has also experienced significant nega-
tive consequences, which forced the world's leading
countries to look for ways to overcome these crisis
phenomena. The governments of most countries have
long realized the fact that the scope and specificity of
the functioning of industrial enterprises has undergone
fundamental changes under the influence of the phe-
nomena of globalization, the manifestation of the influ-
ence of Industry 4.0, the internationalization of sales
markets, and local crisis phenomena that have arisen in
one way or another in any economy in the world in
these years. Industrial enterprises could no longer
effectively realize their production potential and devel-
op competitive advantages in an outdated and static
environment of directive management and the unified
power of the state regulator. In this regard, in the vast
majority of countries the need arose of analyzing and
creating a new paradigm for cooperation and manage-
ment of the activities of industrial enterprises.

In general, the problem of unprofitability of indus-
trial enterprises in Ukraine is not new and constantly
draws the scientific attention of many studies. There
are enough solutions proposed, but not all of them may
be effective in practice or are not needed in the new
conditions of development. Recent years have been
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very fast-moving, and therefore some solutions to this
problem have not taken into account new develop-
ments. For example, if we are talking about events be-
fore 2019, then no one could have thought about the
pandemic and ways to ensure physical security on
a massive scale for Ukrainian enterprises. Today, any
manifestations of unprofitability directly or indirectly
indicate security problems and ineffective use of the
security mechanism. A separate issue is the fact that
low profitability and negative financial results do not in
any way contribute to a high level of economic security
(Figure 1).

By the end of 2022, we could talk about an in-
crease in the number of unprofitable industrial enter-
prises in the total share. 2022 is the year of war in
Ukraine, when there was an urgent need to ensure our
own economic security. The resource costs for this pro-
cess are highly dependent on the scaling of the envi-
ronment. If we are talking about the domestic market,
there are only resources, but when there is access to
the international market, this is a completely different
volume of resources. No competition is possible with-
out resources.

The martial law conditions in which all Ukrainian
industrial enterprises found themselves changed their
operating environment. Under martial law, resources
are limited. It is extremely important to structurize
them and select the optimal ones, with the aim of their
further use to increase the level of economic security
of an industrial enterprise.

The key scientific focus of the study is on industrial
enterprises and their activities. In this context, the key
goal of the article is to present a new approach to the
optimal selection of financial resources to increase the
level of economic security in a dynamic external envi-
ronment.

LITERATURE REVIEW

A review of the literature shows the problems of
resource provision and the improvement of the eco-
nomic security of the enterprise plays a significant role
in the formation of theoretical and practical principles
of enterprise management. In connection with dynamic
changes in the global economic space, regular analysis
of current scientific developments makes it possible to
identify the latest trends and develop effective strate-
gies in response to modern challenges. Studying the
literature also contributes to the identification of new
opportunities for innovation and technological devel-
opment, which is necessary for maintaining the com-
petitiveness and long-term growth of the enterprise.
This allows the entity not only to improve internal pro-
cesses, but also to define strategies for entering new
markets or expanding activities.
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Figure 1: Dynamics of the volume of net profit (loss) of industrial enterprises of Ukraine for 2018-2022,
million UAH
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Source: Author’s own work.

Today, research is mostly related to issues of finan-
cial activity, which as a result contributes to the eco-
nomic security of the enterprise (Lahiri et al., 2022;
Lezgovko, 2007). At the same time, the literature raises
the question of how increasing the level of economic
security of the enterprise depends on management
principles (Patsula et al., 2022) or how threats were
effectively countered (Kelman et al.,, 2020). But it
should be noted here that it all works when there are
financial resources. In the literature, you can find re-
search devoted to the issue of resource provision
(Pratolo et al., 2022; Kartuzov, 2012) and how it is pos-
sible to ensure security through effective resource
management (Veresklia et al.,, 2021; Parubets et al.,
2023). It is often mentioned in the literature that the
financial condition can significantly increase the level of
economic security of the enterprise, since finance is the
most significant component of this type of security
(Valkauskas, 2010; Treus, 2023).

The key gaps in the literature today are the lack of
a clear understanding of how financial resources can
affect an increase in the level of economic security of
an enterprise; and the approach to choosing the opti-
mal resource provision. However, while paying tribute
to the scientific achievements of leading scientists,
a number of issues and problems still remain relevant
and unsolved. In particular, this concerns Ukrainian
industrial enterprises that are in a problematic external

environment caused by the war. Under such condi-
tions, the choice of resources to ensure economic secu-
rity is limited. Only two or three options are possible.
That is why the scientific question arises as to which of
the possible options is optimal, taking into account the
dynamism of the external environment and security
needs.

METHODOLOGY

The basis of the study was the methods of system
analysis, multicriteria evaluation and paired compari-
son. The multi-criteria evaluation method (multi-
criteria analysis) is a complex system for analyzing
choices based on various and often conflicting criteria.
This method allows you to take into account the versa-
tility and complexity of decisions in the process of man-
agement, planning and optimization. The paired com-
parison method is an evaluation technique used to de-
termine the relative importance of various alternatives
or criteria in the decision-making process. This method
is especially useful when you need to prioritize a series
of options based on subjective assessments. The es-
sence of the method is that the evaluator is asked to
compare a pair of objects (for example, opportunities,
projects, solutions, resources) according to one criteri-
on at a time, determining which of the objects is better
or more important. This process is then repeated for
each pair of objects in the set. The results of paired
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comparisons can be used to create a ranked list of ob-
jects or to determine the relative weights of each. This
method helps to systematize and quantify subjective
judgments, make their comparison and objectify the
choice between various resource options, taking into
account the unique set of conditions and restrictions
faced by an industrial enterprise in Ukraine.

Taking into account the specifics of the external
environment in Ukraine, through the method of analy-
sis and expert analysis of the opinions of industry ex-
perts, we will highlight the financial resources that the
vast majority of industrial enterprises have. Under con-
ditions of war, Ukrainian industrial enterprises do not
have much choice. Therefore, almost all industrial en-
terprises in Ukraine have only three main directions to
increase competitiveness in conditions of martial law.
1) through our own means, created separately for this
purpose, to increase the level of competitiveness,

2) through raising funds from other funds, accounts
and reserves of the enterprise,

3) through obtaining favorable credit conditions or fi-
nancial assistance as a result of military operations.

The resource supply system should be one that
allows the use of several options with combinations
according to needs in order to increase the level of eco-
nomic security of an industrial enterprise.

Financial Internet Quarterly 2024, vol. 20 / no. 1

It should be noted that according to the majority of
mathematicians (Bosak et al., 2021; Musfi, 2022), for
a methodological approach through the system analysis
method, the scale for assessing the provision of re-
sources should occur in three levels:

1) Low level of financial resources and the process of
increasing the level of economic security of an indus-
trial enterprise. This level does not allow for increas-
ing the economic security of an industrial enterprise.
It stops.

2) The average level of provision of financial resources
to the process of increasing the level of economic
security of an industrial enterprise. The level at
which there is a likelihood of achieving success and
realizing the enterprise security goals set.

3) A high level of provision of financial resources to the
process of increasing the level of economic security
of an industrial enterprise. This is not just a level
with a greater likelihood of achieving success and
achieving goals. At this level, we can talk about ac-
celerating this process as a whole.

Each level of financial resource support for the pro-
cess of increasing the level of economic security of an
industrial enterprise in a dynamic external environment
must be mathematically designated (Table 1).

Table 1: Mathematical identification of levels of financial resource support

Level name Financial resources (f})
Low level of financial resources fi
Average level of financial resources f,
High level of financial resources f3

Source: Authors own work.

In order to summarize the opinion of experts
(experts on industry and security of Ukrainian enter-
prises were involved through the expert survey meth-
od) regarding the relative importance of the level of
financial resource support for the process of increasing
the level of economic security of an industrial enter-
prise, a special linear model was used (Figure 2).

The methodology section of our study combines
various analytical methods, including the Delphi expert
survey, multi-criteria evaluation, and paired compari-
son, to assess financial resource management strate-
gies for Ukrainian industrial enterprises during martial
law in Ukraine. The Delphi method was crucial in gath-
ering nuanced insights from experts in industrial fi-
nance, economic security, and crisis management. This
method involved multiple rounds of surveys, starting
with broad questions about the three main strategies
for enhancing competitiveness and gradually focusing
on more specific aspects based on expert consensus.
The expert opinions obtained were then systematically

analyzed using multi-criteria evaluation and paired
comparison methods. This integration allowed for
a comprehensive and structured comparison of various
financial strategies, ensuring a balanced consideration
of expert insights and analytical rigor. This approach
provided a robust decision-making framework, crucial
for understanding the feasibility and impact of each
strategy on the economic security of the enterprises in
the challenging context of Ukraine.

Regarding the selection of the linear model, as de-
tailed, this choice was driven by the need for simplicity
and clarity in modeling complex systems under uncer-
tain conditions. The linear model serves as an effective
starting point, offering a clear framework for initial
analysis and facilitating the understanding of the im-
pact of different financial strategies. The simplicity of
the linear model provides a structured way to begin
dissecting the problem and identifying key variables,
despite the dynamic and complex nature of the situa-
tion in Ukraine.
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Figure 2: Linear model of levels of relative importance of financial resource provision
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Source: Author’s own work.

It should be noted that these two levels of financial
resource support for increasing the level of economic
security of an industrial enterprise, compared with
each other, depending on the impact they have on this
process, form an assessment of importance, which will
include the corresponding element of the paired com-
parison matrix itself. Thanks to the choice of the sys-
tem analysis method, the entire diagonal of the matrix
will be 1, and the lower part will include the inverse
values.

REsuLTS

Resource support for increasing the level of eco-
nomic security of an industrial enterprise can be inter-
preted as a comprehensive strategy and tactics for
managing all types of resources that the enterprise has:
material, financial, information, labor and others, in
order to minimize risks and ensure stable operation in
a dynamic external environment.

In accordance with the dynamics of the external
environment, an enterprise is faced with a number of

variable factors, such as changes in prices for raw ma-
terials, exchange rate fluctuations, changes in legisla-
tion, technological innovations, changes in supply and
demand in markets, political risks, etc. Effective re-
sourcing takes these aspects into account and strives to
optimize them. From a financial perspective, this
means managing cash flow, credit and investment re-
sources in @ manner that ensures liquidity, debt reduc-
tion, tax liability optimization and asset growth. The
enterprise must have the ability to withstand financial
shocks, have access to reserve and stabilization funds,
and also respond appropriately to crisis events.

So, let us present the basic calculations for compar-
ing the levels of financial resource support we have
determined for the process of increasing the level of
economic security of an industrial enterprise. Table
2 presents the results of calculating the normalized
priority vector of the established matrix, which we de-
note mathematically as Mn. The matrix values (Anay),
the consistency ratio (WY) and the consistency index
itself (IY) were also calculated.
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Table 2: The main results of calculating a comparison of the levels of resource support for the process
and matrix consistency
Financial support for the process of implementing a mechanism for increasing the level of competitiveness

of an industri

al enterprise

fi f f, f3
fy 1.00 4.00 5.00
f, 0.25 1.00 2.00
f3 0.20 0.50 1.00
M, 0.68 0.19 0.11
Amax Y WY
Result 3.02 0.01 0.02

Source: Author’s own work.

It should be noted that a positive result in this case
is a situation where the level of convergence of the
comparison process and the consistency of expert opin-
ion is satisfactory. This is only if the requirement WY
< 0.1 is met. For financial resources to ensure the pro-
cess of increasing the level of economic security of an
industrial enterprise, calculations of paired compari-
sons are positive, since the consistency ratio is less
than 0.1.

But not only the system analysis method was used.
The method of paired comparisons based on the pref-
erence of options also took an active part in the calcu-
lations. This method is effective for identifying opportu-
nities for optimal provision of resources to a specific
process. In our case, this was increasing the level of

Table 3: Main results of calculating the comparison of financial resources by level of support

economic security of an industrial enterprise. The
method involves assessing alternative possibilities for
financial resource support for increasing the level of
economic security of an industrial enterprise.

So, let’s evaluate the alternatives in financial re-
source support for increasing the level of economic
security at the appropriate levels: low, medium or high.
This is necessary to find indicators of the utility function
for each resource supply option at different levels.

Let us compare the financial resources for increas-
ing the level of economic security, taking into account
the corresponding levels of support (Table 3). Overall,
the comparison results showed that the level of agree-
ment was acceptable (WY <0.1).

Comparison of financial resources based on the low level of support for the process of increasing
the level of economic security of an industrial enterprise

f, f,

f, 1.00 0.500 0.250

f, 2.00 1.000 0.330

f 4.00 3.000 1.000

M, 0.13 0.230 0.620
A Iy WY

Result 3.01 0.009 0.010

Comparison of financial resources by the average level of support for the process of increasing

the level of economic security of an industrial enterprise

f, f, fs
f, 1.00 0.500 0.333
f, 2.00 1.000 0.500
fa 3.00 2.000 1.000
M, 0.16 0.290 0.530
Ao Iy WY
Result 3.01 0.005 0.008
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Comparison of financial resources with a high level of support for the process of increasing
the level of economic security of an industrial enterprise

Financial Internet Quarterly 2024, vol. 20 / no. 1

f f fs
f1 1.00 0.500 0.500
f, 2.00 1.000 0.500
fs 2.00 2.000 1.000
M, 0.19 0.310 0.490
Amax Y WY
Result 3.05 0.020 0.040

Source: Author’s own work.

Thus, we have every opportunity to calculate the
utility function for each type of financial resource sup-
port (YR;) of the process of increasing the level of eco-

nomic security of an industrial enterprise at different
levels (Table 4).

Table 4: Indicators of the usefulness of the main types of financial resource support for the process of increasing
the level of economic security of an industrial enterprise at different levels

The usefulness of basic financial security options

YRij YRil YRi2 YRi3
Yeyj 0.13 0.23 0.62
Yroj 0.16 0.29 0.53
Yrs 0.19 0.31 0.49

Source: Author’s own work.

In order to simplify the presentation of calcula-
tions, we will create a summary matrix. The elements
of the normalized vector of priorities make it possible
to establish a certain significance of the types of certain
resources according to the levels of their provision of
the process of increasing the level of economic security
of an industrial enterprise (D;). The value of the utility

of certain resources (Yg;) in our situation for our enter-
prise under martial law has three options.

The matrix of utility function values and evaluation
of options for monetary resource support for the pro-
cess of increasing the level of economic security of an
industrial company is presented in Table 5.

Table 5: Summary matrix of utility function values and assessment of options for financial resource support for
the process of increasing the economic security of an industrial enterprise

Utility function value

YRl = DRlYRll + DRZYR21 + DRSYR31 YR1 = 014
YRZ = DRlYR12 + DRZYRZZ + DR3YR32 YRZ = 025
YR3 = DRlYR13 + DRZYRZB + DR3YR33 YR3 = 059

Source: Author’s own work.

Having calculated according to the system of equa-
tions presented in Table 5, we will obtain the necessary
data on the weight of each type of resource to increase
the level of economic security of an industrial enter-
prise. As for financial support, according to the results
of calculations and taking into account the need for
them, the best option would be funds through obtain-
ing favorable credit conditions or financial assistance
due to military operations (Ygs3). Of course, under mar-
tial law there is strong international support for
Ukraine, and such funds can be obtained more easily
and faster than in peacetime. However, not all busi-
nesses may be so lucky. In the case of an average in-
dustrial enterprise choosing such a rational option, and
due to unpredictable events that it will not work out,

you should pay attention to the alternative Y, - raising
funds from other funds, accounts and reserves of the
enterprise.

DiscussiON

When discussing our results, we should compare
them with similar ones in this area. However, in order
to simplify and not expand the material of this article
with a large amount of other people’s research, we will
present a generalized vision of where the scientific
community is moving on the issue of financial support
for increasing the level of economic security. For exam-
ple, the most popular topic for consideration is the top-
ic of solving the problem of assessing the level of eco-
nomic security of an enterprise as such (Lychenko
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et al., 2021; Karaim et al., 2021). However, in our opin-
ion, resource support should first be assessed, without
which it is impossible to carry out any actions to in-
crease the level of economic security for any enter-
prise. As for the financial aspect, some research results
demonstrate this by considering financial security as
a component of economic security (Krasko et al., 2019;
Nikonenko et al., 2021). Note that there is a significant
difference in the results of the study of financial re-
sources and financial security. The third type of such
research concerns the assessment of financial activities

Financial Internet Quarterly 2024, vol. 20 / no. 1

and financial risks and threats (Sudzius, 2010; Pisaren-
ko, 2016; Hossain, 2018), through which one can ap-
proach the issue of ensuring the economic security of
an enterprise in a new way. But, in our opinion, all
components depend on resource support. However, it
should not be said that our research is completely
different; we also agree with the opinions of other sci-
entists and practitioners. When discussing our results,
we should highlight the similarities and differences
compared to others (Table 6).

Table 6: Differences and similarities of our results

No. Similarities

results are key to ensuring economic security

Agreement with the opinion and ideas that financial

Differences
Our model includes the development of a new
methodological approach  that allows for
a systematic approach to assessing financial security

security

A joint opinion on the priority of resource provision
2 when it comes to increasing the level of economic

Our assessment model is highly adaptive, allowing
the integration of new data and changes in economic
and political contexts, ensuring real-time relevance
of decisions

of the enterprise

Agreement with opinions that financial resources | Focus on real practice and can be used to formulate
3 should be considered in the context of the specifics | constructive solutions that allow enterprises not only

to survive, but also to develop in difficult conditions

Source: Author’s own work.

A scientific and practical approach to assessing the
resource support for the implementation of a security
mechanism is proposed, which, based on the actual
limitations of human, organizational and financial re-
sources at the disposal of security subjects of most
Ukrainian enterprises, can significantly improve the
efficiency of their use without reducing the effective-
ness of actions that are aimed at increasing competi-
tiveness.

CONCLUSIONS

To summarize, we should briefly but clearly outline
what exactly we determined as a result of our research.
We have presented a methodological approach to
providing resources for increasing the level of econom-
ic security of an industrial enterprise in a dynamic ex-
ternal environment, which involves the use of modern
technologies to calculate optimal options. Based on the
methods of system analysis, multicriteria evaluation
and pairwise comparison used, all possible options for
financial resource support for implementing an in-
crease in the level of economic security of an industrial
enterprise in a dynamic external environment were
structured. The calculation results made it possible to
form a summary matrix of utility function values and
evaluate options for resource support for the process
of implementing an increase in the level of economic
security of an industrial enterprise in a dynamic exter-

nal environment were structured. The calculation re-
sults made it possible to form a summary matrix of
utility function values and evaluate options for re-
source support for the process of implementing an in-
crease in the level of economic security of an industrial
enterprise in a dynamic external environment. The
choice of rationale from possible options for financial
resources is substantiated to ensure an increase in the
level of economic security of an industrial enterprise in
a dynamic external environment.

The study presents a new approach for optimally
selecting financial resources to enhance the economic
security of industrial companies in a dynamic external
environment. However, it is important to clearly state
the limitations and prerequisites of this approach for it
to effectively support decision-making processes in
improving economic security.

The approach is specifically tailored to the industri-
al sector, which inherently limits its applicability to oth-
er sectors that might have different dynamics and re-
source availability. Suitable for enterprises operating in
fluctuating market conditions and external threats, like
those in Ukraine, it presumes that these enterprises
already possess a certain level of organizational, hu-
man, and financial resources. The methodology is de-
signed to optimize the use of these existing resources
rather than building them from the ground up. There-
fore, enterprises looking to implement this approach
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should already have the capacity for system analysis,
multi-criteria evaluation, and paired comparisons. Ad-
ditionally, a culture open to innovative approaches and
change is crucial for the effective application of this
methodology.

However, the study also has a number of limita-
tions. First of all, this concerns taking into account the
specifics of exclusively enterprises in the industrial sec-
tor of the economy, therefore the options for financial

Financial Internet Quarterly 2024, vol. 20 / no. 1

particular, by developing adaptive financial mecha-
nisms that can ensure the resilience of the industrial
sector and the entire country's economy. Considerable
attention in such studies should be paid to the analysis
of external and internal financial instruments, policies
and practices aimed at attracting investments, increas-
ing competitiveness and developing innovative poten-
tial in the context of active globalization and technolog-
ical changes. It is important that such studies take into

account the specifics of post-war reform and the need
to restore critical infrastructure, in particular in the
industrial sector, which is key to the country’s econom-
ic recovery.

resources are adjusted to this. Additionally, we take
into account the external environment of Ukraine, and
not the whole world. Prospects for further research
should be noted. Scientific works could study the issues
of building economic resilience to external shocks, in
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